IIpaBuia nuaopManoOHHO 0€30MaCHOCTH

B coBpemMeHHOM MUpe MPOTHBOJEHCTBIE KNOEPITPECTYMHOCTH SIBJISIETCS OTHOM M3 HanboJee
AKTYaJIbHbIX U CJIOXKHBIX KPUMUHOJIOTMYECKUX MpoOsieM. BricOKast TaTeHTHOCTh, POCT YMCIa
KHOEPITPECTYTHUKOB, COBEPIIEHCTBOBAHIE MH(OPMALIMOHHBIX TEXHOJIOTHI, CO3/JAIONINE HOBBIE
BO3MOKHOCTH COBEPIIECHUS ITUX MPECTYIUIEHUI, HEOOXOIMMOCTh UHBIX MO/IXO/I0B TPOTUBOJCHCTBHS
NPECTYIUIEHUSM, COBEPIIAEMBIM B BUPTYaJIbHOM MTPOCTPAHCTBE, CO3AI0T YTPO3bI AJIS TII00ATBHBIX
MH(pOPMALIMOHHBIX ceTell 1 OOIIECTBA B LIEJIOM.

KubepnpecTyruieHus1 — 3TO MPECTYIUIeHUs], COBEPIIIAEMbIE C UCTIOIb30BAHUEM COBPEMEHHbIX
MH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, T.€. C MICIOJIb30BaHUEM KOMITBIOTEPHON
TeXHUKU U/ VHTepHeTa B MH(GOPMAIIMOHHOM (BUPTYaJbHOM) MPOCTPAHCTBE, B KOTOPOM
HAaxXOJIATCs CBEJICHUS O JIMLAX, TpeaMeTax, (pakTrax, COOBITHIX, SIBICHUSAX, HAXOASIINECS B ABKEHUN
10 JIOKQJIbHBIM U INI00aJIbHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHsIIUeCs B TaMsITU
mo00ro (PM3MUYECKOr0 WM BUPTYATbHOTO YCTPOWUCTBA, WM JPYrOro HOCUTES, IIPeJHA3HAYEHHOTO
IJIs1 MX XpaHeHusl, 00paOOTKU U MepeayH.

[Tpectynienus B JaHHOM cdepe B HACTOsIIIee BpeMsl JOCTUIIM OeCIIpelie/IEHTHOrO pa3Maxa, yeMmy
Ype3BBIYAIHO MTOCIIOCOOCTBOBAJIO MMOBCEMECTHOE MOAKJIIOYEHNE K VIHTEpHETy C HOMOIIBIO
HOYTOYKOB, CMapT(POHOB U ILIAHIIETOB, U TIO MPaBy CYMTAECTCS OJHOM U3 CaMbIX PUOBLIBHBIX CTaTel
KPHMUHAJIBHOTO OM3HEca B IEJIOM.

[Toxanyi, rimaBHON MPUYMHON POCTa KOMITBIOTEPHOU MPECTYMHOCTH CTAHOBATCS €€ KPUMHHOT€HHBIE
(paxTOpHI, BO3HUKIIIKE B X0/Ie coBeplieHcTBOBaHUs ceTu uTepHet. C momornkio cetu «IHTepHeT»
KHOEepPIPECTYITHUKN MOTYT COBEPINATh MPECTYIUICHNE AHOHUMHO, CKPBIBATH CBOI0 HCTHHHYIO
IMYHOCTh. Ee TpaHCcrpaHUUHBIN XapaKTep He OrpaHUYMBAET MPECTYITHUKOB TEPPUTOPHATIBHBIM
MPOCTPAHCTBOM U TTO3BOJISIET YXOAUTH OT YTOJIOBHOM OTBETCTBEHHOCTH.

Hawnbonee yacto kunbeprpecTyrieHus SBISI0TCS (PMHAHCOBO-OPUEHTHPOBAHHBIMU U
OCYILECTBJISAIOTCS [TOCPEICTBOM CJIEAYIOIINE TUIIOB aTaK:

- (PUILLIUHT - MOJTyYEeHHE JOCTYIA K KOH(PUIEHIIMAIbHBIM JIAHHBIM I10JIb30BaTeNsl (JIOTUHAM U
MapoJisiM), C MOMOUIbIO0 BUPYCOB, IIMMOHCKUX IIPOrpaMM, POrpaMM-BbIMOraTesiell U Apyrou

COHH&HBHOﬁ HWHKCHCPUN — Yalll€ BCECTO C LCJIbIO KpaXXu JIMYHbIX HAHHBIX WJIA (1)I/IHaHCOBLIX CpCACTB.

B I'IOILO6HBIX cXemax M3J1I00IEHHBIM Cp€ACTBOM 3JIOYMbBIIIVICHHHUKOB SAABJIACTCSA SJICKTPOHHAA IMMOYTA.
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CyTb MeTO/1a 3aKJII0YAETCS B IPUHYKACHUY MOJIydaTelisl IMCbMa K NEPEX0/y MO CChIIKE OT UMEHU
JIETUTUMHOM opraHu3anuu (6aHKa, HaJIOTOBOM CiIykObl, OMYJISAPHOIO MHTEPHET Mara3uHa u T. A.). B
MOOOHBIX CIIydasixX IeJbIo, 3a4acTyio, SBJISAETCS OBJIaJileHue OAaHKOBCKUMHU JAHHBIMU.

- KHOepBHIMOIaTeJIbCTBO

Kak npasuio, BHavyaJie y moJb30BaTesIs UM KOMIIAHUM, II0CIIE 3arpy3KH BPEIOHOCHOIO KoJa
mmgpyioTcs Gaiibl, a 3aTeM MOCTYNaeT MpeIoKeHHe O BOCCTAHOBJICHUH B OOMEH Ha JIEHEKHOE
BO3HarpaxaeHue (0ObIYHO B BUJEe OUTKOMHOB WJIM JIPYrod KPUNTOBAMIOTH). Tak Kak
rOCY/IapCTBEHHBIE JEHEKHbIE 3HAKM MOXKHO OTCJIEUTD, & KPUIITOBATIOTY OTCJIEUTD CI0XKHO.

- (pmHAHCOBOE MOLIEHHNYECTBO

BosbIIMHCTBO M30LIPEHHBIX CXeM (PMHAHCOBOT'O MOILIEHHUYECTBA CBSA3aHO CO B3JIOMOM
KOMIBIOTEPHBIX CUCTEM OIEPaTOPOB POZHUYHOU TOPrOBJIHU C LEJbI0 MOTyYeHU s OAHKOBCKUX JTaHHBIX
0 MOKyNatesisAx (Tak Ha3blBaeMble 1eJIeBble aTaKK) WM NOCIEAYIOIUMHA MaHUITYISALUSAMA
M0JIy4eHHO! nHpopmanyei. Hekotopsle TUIIBI MOIIIEHHUYECTBA, CBA3aHHOTO ¢ (PMHAHCAMU,
Ype3BbIYANHO CJI0KHO OOHAPYKUTb.

KI/I6CpHpCCTy1'IHI/IKI/I HCIIOJIb3YIOT I.IeJ'II:IfI apcCeHaJl y3KOCIICIUAJIbHbIX 3HAaHUU ¥ HAaBLIKOB B neiaAax
MOJIYy4CHU A HECAHKIIUOHUPOBAHHOI'O AOCTYIIA K OaHKOBCKHM CUe€TaM, COBEPIICHUA KpaxX JUIYHOCTH,
BBIMOTI'aTCJIbCTBA (pHHaHCOBLIX CpEACTB, MOHICHHUYECTBA, IIPECJIEAOBAHNUA U 3aIlyTMBAaHUA UJIA
HCIIOJIb30BAHU S 3aPAKCHHOI'O KOMIIBIOTEPA B pa3BeTBHeHHOﬁ CETHU C LECJIbIO COBEPIICHUSA aTaK Ha
KPYIIHbIEC OpraHU3alu.

Ps/10BbIe TIOJIB30BATENN TaK)KE MOTYT CYIIECTBEHHO IMTOCIIOCOOCTBOBATH MPECEUYECHHIO POCTA
KHOEepIpeCTyTHOCTH, 3a0JI0KMPOBAB OCHOBHOW METO[I paCIpOCTpaHEHHsI KHOEPITPECTYIJICHUI:
BPEIOHOCHOE MPOrpaMMHOe OOecTieueHHe.

N36aBUBIIKCH OT BUPYCOB, IIITMOHCKOTO MPOrPaMMHOT0 00ecleYeH s U IPOr paMM-BbIMOTaTeei ¢
IIOMOIIIBIO COBPEMEHHOT0 U 3(P(PEKTUBHOIO aHTUBHpPYCca Bbl HE TOJIBKO 3aIIIUTUTE CBO KOMITBIOTED
OT BPEIOHOCHOM IPOrPaMMBI, HO IPECEUYETE MOIBITKU 3JI0YMbIIUIEHHUKOB I10JIy4aTh BHITOAY, B TOM
yucie Bamm (puHaHCOBbBIE CpeAcTBa NPOTUBO3aKOHHO — YTO SBJISETCS UX OCHOBHOW MOTHBALIMEH.

CoBeTsl 10 MpeaynpexAeHII0 KHOEPITPeCTyIICHHUI:

- UCIIOJIb3YHTE JIMIIEH3MOHHOE IPOrpaMMHOE 0OecTiedeHHe IS 3aIlUThl OT 3apakeHUsT KOMITbIoTepa
WJIN MOOMJIBHOTO YCTPOMCTBA MPH YCTAaHOBKE Pa3IMYHbBIX TPOTPaMM;

- YCTAaHOBUTE AaHTUBUPYCHYIO IIPOrpaMMy HE TOJIbKO Ha IIEPCOHAJIbHBIN KOMITBIOTEP, HO U Ha
cMapTdOH, MJIAHIIET U IPYTyI0 TEXHUKY;
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- He 3arpyxaiire (ailyibl U3 HEMPOBEPEHHBIX UICTOYHUKOB;

- HC IEPEXOAUTE IO CChUIKAM, COACPKAIMMMCA B ClIaM€ U APYTUX MOAO3PHUTEIIbHBIX JICKTPOHHBIX
n1ucbMax OTHpaBHTCHCfI, KOTOPBIX Bbl HEC 3HACTE;

- HC COO6H.I&IZTC HUKOMY CBOM NIAPOJIA U JINYHBIC NAHHBIC,

- BO3JIEPKUTECHh OT MOKYIMOK Ha MaJIOM3BECTHBIX U MOJO3PUTENHLHBIX UHTEPHET-CalTaX U Yy JIMII,
OCYIIECTBJISAIONIUX MPOIaXy TOBAPOB WU YCIYT B COLMAIBHBIX CETSIX, OCOOCHHO MPH
HEOOXOIMMOCTH BHECEHHM S TTOJTHOM MPeJOTUIAThI 32 TOBAp WIIH YCIIyTH;

- HCHOHB3YﬁTC CJIOKHBIC ITapOJik, COCTOAIINE U3 KOM6HHaHI/Iﬁ LII/I(bp u 6YKB MNJIM MHBIX CUMBOJIOB;

- BO3JICPKUTECH OT MApOJIel — JaT POXKAECHUsI, UMeH, (DaMUJIHI, TO €CTh TeX, KOTOPBIE JIETKO
BBIYUCIUTD JIUOO TIOJ00PATh.

OGecrnieyeHne 3aIIUThl OT KUOEPIIPECTYIUICHUI MOXKET 3aHSTh JIOBOJILHO MIPOJOJIKUTEILHOE BPEeMsI 1
HEKOTOPBIX YCUJIMH 110 U3YUYCHHIO PA3JIMYHbIX IIPABUII TOBEICHHS B KHOSPIIPOCTPAHCTBE, HO BCeria
toro crout. CoOmoaeHre Takux npaBul 6e30macHoi padoTsl B IHTEpHETE, Kak BO3/IEpKaHUE OT
3arpy30K U3 HEM3BECTHBIX MICTOUYHUKOB M TIOCEICHHSI CAUTOB C HU3KOW peryTalueil — 3TO 3/1paBblii
CMBICJI B paMKax MpeJoTBpalleHus1 KuoeprpecTymieHuid. BHuMarenbHoe U 6epekHoe OTHOIIEHHE K
CBOHMM YYETHBIM U MIEPCOHAIbHBIM JJAHHBIM MOXET IOCIOCOOCTBOBATH 3AIIUTE OT
37I0yMBIIUIEHHUKOB. OHaKo Hanbosee 3(pPEeKTUBHBIM METOIOM 3aIIUTH O-TIPEKHEMY OCTACTCS
UCIIOJIb30BAHKE COBPEMEHHOI'O M KAYeCTBEHHOTO AHTUBUPYCHOTO PEIIICHUSI.

28 Mas 2021 17:55

Aopec cmparnuypwi: https://irk.sledcom.ru/Pravila-informacionnoj-bezopasnosti
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